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(The nominations received today are
printed at the end of the Senate pro-
ceedings.)

————

REPORT OF DRAFT LEGISLATION
ENTITLED: ‘“CYBERSPACE ELEC-
TRONIC SECURITY ACT OF 1999
(CESA)—MESSAGE FROM THE
PRESIDENT—PM #57

The PRESIDING OFFICER laid be-
fore the Senate the following message
from the President of the TUnited
States which was referred to the Com-
mittee on the Judiciary.

To the Congress of the United States:

I am pleased to transmit for your
early consideration and speedy enact-
ment a legislative proposal entitled the
“Cyberspace Electronic Security Act of
1999 (CESA). Also transmitted here-
with is a section-by-section analysis.

There is little question that con-
tinuing advances in technology are
changing forever the way in which peo-
ple live, the way they communicate
with each other, and the manner in
which they work and conduct com-
merce. In just a few years, the Internet
has shown the world a glimpse of what
is attainable in the information age. As
a result, the demand for more and bet-
ter access to information and elec-
tronic commerce continues to grow—
among not just individuals and con-
sumers, but also among financial, med-
ical, and educational institutions,
manufacturers and merchants, and
State and local governments. This in-
creased reliance on information and
communications raises important pri-
vacy issues because Americans want
assurance that their sensitive personal
and business information is protected
from unauthorized access as it resides
on and traverses national and inter-
national communications networks.
For Americans to trust this new elec-
tronic environment, and for the prom-
ise of electronic commerce and the
global information infrastructure to be
fully realized, information systems
must provide methods to protect the
data and communications of legitimate
users. Encryption can address this need
because encryption can be used to pro-
tect the confidentiality of both stored
data and communications. Therefore,
my Administration continues to sup-
port the development, adoption, and
use of robust encryption by legitimate
users.

At the same time, however, the same
encryption products that help facili-
tate confidential communications be-
tween law-abiding citizens also pose a
significant and undeniable public safe-
ty risk when used to facilitate and
mask illegal and criminal activity. Al-
though cryptography has many legiti-
mate and important uses, it is also in-
creasingly used as a means to promote
criminal activity, such as drug traf-
ficking, terrorism, white collar crime,
and the distribution of child pornog-
raphy.

The advent and eventual widespread
use of encryption poses significant and
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heretofore unseen challenges to law en-
forcement and public safety. Under ex-
isting statutory and constitutional
law, law enforcement is provided with
different means to collect evidence of
illegal activity in such forms as com-
munications or stored data on com-
puters. These means are rendered whol-
ly insufficient when encryption is uti-
lized to scramble the information in
such a manner that law enforcement,
acting pursuant to lawful authority,
cannot decipher the evidence in a time-
ly manner, if at all. In the context of
law enforcement operations, time is of
the essence and may mean the dif-
ference between success and cata-
strophic failure.

A sound and effective public policy
must support the development and use
of encryption for legitimate purposes
but allow access to plaintext by law en-
forcement when encryption is utilized
by criminals. This requires an ap-
proach that properly balances critical
privacy interests with the need to pre-
serve public safety. As is explained
more fully in the sectional analysis
that accompanies this proposed legisla-
tion, the CESA provides such a balance
by simultaneously creating significant
new privacy protections for lawful
users of encryption, while assisting law
enforcement’s efforts to preserve exist-
ing and constitutionally supported
means of responding to criminal activ-
ity.
The CESA establishes limitations on
government use and disclosure of
decryption keys obtained by court
process and provides special protec-
tions for decryption keys stored with
third party ‘‘recovery agents.”” CESA
authorizes a recovery agent to disclose
stored recovery information to the gov-
ernment, or to use stored recovery in-
formation on behalf of the government,
in a narrow range of circumstances
(e.g., pursuant to a search warrant or
in accordance with a court order under
the Act). In addition, CESA would au-
thorize appropriations for the Tech-
nical Support Center in the Federal
Bureau of Investigation, which will
serve as a centralized technical re-
source for Federal, State, and local law
enforcement in responding to the in-
creasing use of encryption by crimi-
nals.

I look forward to working with the
Congress on this important national
issue.

WILLIAM J. CLINTON.

THE WHITE HOUSE, September 16, 1999.

———

MESSAGE FROM THE HOUSE

At 11:42 a.m., a message from the
House of Representatives, delivered by
Ms. Niland, one of its reading clerks,
announced that the House has passed
the following bills, in which it requests
the concurrence of the Senate:

H.R. 417. An act to amend the Federal
Election Campaign Act of 1971 to reform the
financing of campaigns for elections for Fed-
eral office, and for other purposes.

H.R. 1551. An act to authorize the Federal
Aviation Administration’s civil aviation re-
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search and development programs for fiscal
years 2000 and 2001, and for other purposes.
H.R. 1665. An act to authorize appropria-
tions for fiscal years 2000 and 2001 for the ci-
vilian energy and scientific research, devel-
opment, and demonstration and related com-
mercial application of energy technology
programs, projects, and activities of the De-
partment of Energy, and for other purposes.

———

MEASURES REFEREED

The following bills were reach and the first
and second times by unanimous consent and
referred as indicated:

H.R. 1551. An act to authorize the Federal
Aviation Administration’s civil aviation re-
search and development programs for fiscal
years 2000 and 2001, and for other purposes; to
the Committee on Commerce, Science, and
Transportation.

H.R. 16656. An act to authorize appropria-
tions for fiscal years 2000 and 2001 for the ci-
vilian energy and scientific research, devel-
opment, and demonstration and related com-
mercial application of energy technology
programs, projects, and activities of the De-
partment of Energy, and for other purposes;
to the Committee on Energy and Natural Re-
sources.

————

MEASURE READ THE FIRST TIME

The following bill was read the first time:

H.R. 17. An act to amend the Agricultural
Trade Act of 1978 to require the President to
report to Congress on any selective embargo
on agricultural commodities, to provide a
termination date for the embargo, to provide
greater assurances for contract sanctity, and
for other purposes.

——————

EXECUTIVE AND OTHER
COMMUNICATIONS

The following communications were
laid before the Senate, together with
accompanying papers, reports, and doc-
uments, which were referred as indi-
cated:

EC-5184. A communication from the Direc-
tor of the Office of Management and Budget,
Executive Office of the President, transmit-
ting, pursuant to law, a cumulative report
on rescissions and deferrals dated August 25,
1999; transmitted jointly, pursuant to the
order of January 30, 1975, as modified by the
order of April 11, 1986, to the Committee on
Appropriations, to the Committee on the
Budget, to the Committee on Energy and
Natural Resources; to the Committee on En-
vironment and Public Works and to the Com-
mittee on Foreign Relations.

EC-5185. A communication from the Direc-
tor of the Office of Management and Budget,
Executive Office of the President, transmit-
ting, pursuant to law, a report entitled
“OMB Sequestration Update Report to the
President and Congress for Fiscal Year 2000”’
transmitted jointly, pursuant to the order of
January 30, 1975, as modified by the order of
April 11, 1986, to the Committee on Appro-
priations, and to the Committee on the
Budget.

EC-5186. A communication from the Direc-
tor, Congressional Budget Office, transmit-
ting, pursuant to law, a report entitled ‘“‘Se-
questration Update Report for Fiscal Year
2000’ transmitted jointly, pursuant to the
order of January 30, 1975, as modified by the
order of April 11, 1986, to the Committee on
Appropriations, and to the Committee on the
Budget.

EC-5187. A communication from the Direc-
tor, Office of Regulatory Management and
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Information, Office of Policy, Planning and
Evaluation, Environmental Protection Agen-
cy, transmitting a report entitled ‘‘Draft
Economic Incentive Program Guidance’’; to
the Committee on Environment and Public
Works.

EC-5188. A communication from the Chief
Justice of the Supreme Court, transmitting
a report relative to the October 1999 Term of
the Court; to the Committee on the Judici-
ary.
EC-5189. A communication from the Dep-
uty Associate Director for Royalty Manage-
ment, Minerals Management Service, De-
partment of the Interior, transmitting, pur-
suant to law, a report relative to refunds of
offshore lease revenues; to the Committee on
Energy and Natural Resources.

EC-5190. A communication from the Acting
Director, Office of Federal Housing Enter-
prise Oversight, Department of Housing and
Urban Development, transmitting, pursuant
to law, the report of a rule entitled ‘‘Debt
Collection” (RIN2550-AA07), received Sep-
tember 13, 1999; to the Committee on Bank-
ing, Housing, and Urban Affairs.

EC-5191. A communication from the Chair-
man, Appraisal Subcommittee, Federal Fi-
nancial Institutions Examination Council,
transmitting, pursuant to law, the annual re-
port for fiscal year 1998; to the Committee on
Banking, Housing, and Urban Affairs.

EC-5192. A communication from the Sec-
retary of the Treasury, transmitting, pursu-
ant to law, a report on the audited fiscal
years 1998 and 1997 financial statements of
the U.S. Mint; to the Committee on Banking,
Housing, and Urban Affairs.

EC-5193. A communication from the Board,
Railroad Retirement Board, transmitting,
pursuant to law, a report relative to the
budget request for fiscal year 2001; to the
Committee on Health, Education, Labor, and
Pensions.

EC-5194. A communication from the Chair-
man, National Science Board, transmitting,
pursuant to law, a report entitled ‘‘Environ-
mental Science and Engineering for the 21st
Century: The Role of the National Science
Foundation’”; to the Committee on Com-
merce, Science, and Transportation.

EC-5195. A communication from the Sec-
retary of Health and Human Services, trans-
mitting, pursuant to law, a report relative to
Federal agency drug-free workplace plans; to
the Committee on Appropriations.

EC-5196. A communication from the Acting
Chief, Office of Regulations and Administra-
tive Law, U.S. Coast Guard, Department of
Transportation, transmitting, pursuant to
law, the report of a rule entitled ‘‘Special
Anchorage Areas/Anchorage Grounds Regu-
lations; Delaware Bay and River (CGD05-99-
080)” (RIN2115-AA98) (1999-0006), received
September 9, 1999; to the Committee on Com-
merce, Science, and Transportation.

EC-5197. A communication from the Acting
Chief, Office of Regulations and Administra-
tive Law, U.S. Coast Guard, Department of
Transportation, transmitting, pursuant to
law, the report of a rule entitled ‘‘Safety/Se-
curity Zone Regulations; City of Yonkers
Fireworks, NY, Hudson River (CGD01-99-
154)” (RIN2115-AA97) (1999-0058), received
September 9, 1999; to the Committee on Com-
merce, Science, and Transportation.

EC-5198. A communication from the Acting
Chief, Office of Regulations and Administra-
tive Law, U.S. Coast Guard, Department of
Transportation, transmitting, pursuant to
law, the report of a rule entitled ‘‘Safety/Se-
curity Zone Regulations; Periphonics Corp.
30th Anniversary Fireworks, New York Har-
bor, Upper Bay (CGD01-99-152)” (RIN2115-
AA9T) (1999-0057), received September 9, 1999;
to the Committee on Commerce, Science,
and Transportation.

EC-5199. A communication from the Acting
Chief, Office of Regulations and Administra-
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tive Law, U.S. Coast Guard, Department of
Transportation, transmitting, pursuant to
law, the report of a rule entitled ‘‘Safety/Se-
curity Zone Regulations; Gulf of Alaska,
Southeast of Narrow Cape, Kodiak Island,
AK (COTP Western Alaska 99-012)" (RIN2115-
AA9T) (1999-0056), received September 9, 1999;
to the Committee on Commerce, Science,
and Transportation.

EC-5200. A communication from the Acting
Chief, Office of Regulations and Administra-
tive Law, U.S. Coast Guard, Department of
Transportation, transmitting, pursuant to
law, the report of a rule entitled ‘‘Draw-
bridge Regulations; Mystic River, CT (CGD-
99-159)” (RIN2115-AE47) (1999-0041), received
September 9, 1999; to the Committee on Com-
merce, Science, and Transportation.

EC-5201. A communication from the Acting
Chief, Office of Regulations and Administra-
tive Law, U.S. Coast Guard, Department of
Transportation, transmitting, pursuant to
law, the report of a rule entitled ‘‘Draw-
bridge Regulations; Gowanus Canal, NY
(CGD-99-156)" (RIN2115-AE47) (1999-0040), re-
ceived September 9, 1999; to the Committee
on Commerce, Science, and Transportation.

EC-5202. A communication from the Acting
Chief, Office of Regulations and Administra-
tive Law, U.S. Coast Guard, Department of
Transportation, transmitting, pursuant to
law, the report of a rule entitled ‘‘Draw-
bridge Regulations; Chevron Oil Company
Canal, LA (CGD-08-99-055)" (RIN2115-AE47)
(1999-0042), received September 9, 1999; to the
Committee on Commerce, Science, and
Transportation.

EC-5203. A communication from the Acting
Chief, Office of Regulations and Administra-
tive Law, U.S. Coast Guard, Department of
Transportation, transmitting, pursuant to
law, the report of a rule entitled ‘‘Safety/Se-
curity Zone Regulations; Fireworks, 100YR
Anniversary for Architect Society, Boston
Harbor, Boston, MA (CGD-01-99-147)"
(RIN2115-AA97) (1999-0059), received Sep-
tember 9, 1999; to the Committee on Com-
merce, Science, and Transportation.

EC-5204. A communication from the Assist-
ant Secretary, Legislative Affairs, Depart-
ment of State, transmitting, pursuant to
law, the annual report relative to the pro-
liferation of missiles and essential compo-
nents of nuclear, biological, and chemical
weapons for the period December 1, 1997
through December 31, 1998; to the Committee
on Foreign Relations.

EC-5205. A communication from the Presi-
dent of the United States, transmitting, pur-
suant to law, the annual report on foreign
economic collection and industrial espio-
nage; to the Select Committee on Intel-
ligence.

EC-5206. A communication from the Assist-
ant General Counsel for Regulations, Depart-
ment of Housing and Urban Development,
transmitting, pursuant to law, the report of
a rule entitled ‘“‘Fair Housing Complaint
Processing; Plain Language Revision and Re-
organization” (RIN2529-AA86) (FR-4433-F-
02), received September 15, 1999; to the Com-
mittee on Banking, Housing, and Urban Af-
fairs.

EC-5207. A communication from the Assist-
ant General Counsel for Regulations, Depart-
ment of Housing and Urban Development,
transmitting, pursuant to law, the report of
a rule entitled ‘‘Public Housing Drug Elimi-
nation Program Formula Allocation”
(RIN2577-AB95) (FR-4451-F-04), received Sep-
tember 15, 1999; to the Committee on Bank-
ing, Housing, and Urban Affairs.

EC-5208. A communication from the Assist-
ant General Counsel for Regulations, Depart-
ment of Housing and Urban Development,
transmitting, pursuant to law, the report of
a rule entitled “Section 8 Tenant-Based As-
sistance Programs Statutory Merger of Sec-
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tion 8 Certificate and Voucher Programs;
Correction” (RIN2577-AB91) (FR-4428-C—03),
received September 15, 1999; to the Com-
mittee on Banking, Housing, and Urban Af-
fairs.

EC-5209. A communication from the Assist-
ant General Counsel for Regulations, Depart-
ment of Housing and Urban Development,
transmitting, pursuant to law, the report of
a rule entitled ‘‘Requirements for Notifica-
tion, Evaluation and Reduction of Lead-
Based Paint Hazards in Federally Owned
Residential Property and Housing Receiving
Federal Assistance” (RIN2501-AB57) (FR-
3482-F-06), received September 15, 1999; to
the Committee on Banking, Housing, and
Urban Affairs.

EC-5210. A communication from the Sec-
retary of Agriculture, transmitting a draft of
proposed legislation relative to the Working
Capital Fund; to the Committee on Agri-
culture, Nutrition, and Forestry.

—————

PETITIONS AND MEMORIALS

The following petitions and memo-
rials were laid before the Senate and
were referred or ordered to lie on the
table as indicated:

POM-349. A joint resolution adopted by the
Legislature of the State of Wisconsin rel-
ative to tobacco settlement funds; to the
Committee on Finance.

ASSEMBLY JOINT RESOLUTION 15

Whereas, the state of Wisconsin, together
with 45 other states, has initiated litigation
against the tobacco industry seeking dam-
ages and other relief for the alleged mis-
conduct of the tobacco industry; and

Whereas, the claims against the tobacco
industry include the recovery of damages for
the violation of consumer protection and
antitrust laws, for common law conspiracy
and for the expenditure of public funds for
health care services; and

Whereas, the tobacco industry has agreed
to a proposed settlement of the states’ litiga-
tion, which includes the states’ recovery of
substantial money damages; and

Whereas, the states, which initiated the
litigation and settlement of legal claims for
the violation of a number of state laws by
the tobacco industry, should recover the full
amount of damages in the proposed settle-
ment without any offset or withholding by
the federal government; and

Whereas, the federal department of health
and human services does not and should not
have a claim to any portion of the funds
agreed to in the tobacco settlement as pay-
ments to the states for damages, based on re-
ceipt by the states of federal funds for Med-
icaid costs; now, therefore, be it

Resolved by the assembly, the senate concur-
ring, That the members of the Wisconsin leg-
islature request that the Congress of the
United States enact legislation that would
specify that no portion of the money re-
ceived by the states as part of the tobacco
settlement or of any other resolution of the
tobacco litigation may be withheld, offset or
claimed by the federal government or by any
agency of the federal government; and, be it
further

Resolved, That the assembly chief clerk
shall provide copies of this joint resolution
to the members of this state’s congressional
delegation, the clerk of the U.S. house of
representatives and the secretary of the U.S.
senate.

POM-350. A resolution adopted by the As-
sembly of the Legislature of the State of
New Jersey relative to funding for the Clean
Water State Revolving Fund Program; to the
Committee on Appropriations.



		Superintendent of Documents
	2015-06-01T08:43:21-0400
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




